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Vehicle Software complexity is growing

Fully software-defined vehicles

Number of ECUs Lines of code
Consolidating Increasing

Software-defined vehicles journey

somwaredefinedvehicesioumey
—



Breaking down SDV

Hardware Enablinga seamless experience between a developer’s local
abstraction environment, the cloud, and the vehicle

SW & Devices
lifecycle
management

Auto DevOps Platform to increase SW quality, developer
productivity, and provide better security and governance
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How cloud can help

Virtual workbenches

Enablingdeveloper efficiency through platform engineering
concepts focused on providing self-service, global use and security,
reduction in Hardware dependency, consistent reproducible SW
artifacts and toolchains

e Virtual Electronic Control Units (VECUs) and Targets
=2 Enablinga seamless experience between a developer’s

local environment, the cloud, and the vehicle

{ij' Cloud-Native Automotive Software

—\q Rearchitectingautomotive software stacks and toolsto
L1 facilitate software modularity, portability,and
integration

© 2023 SOAFEE , © 2023 AWS



5

Automotive Development Workflow: a Big Loop
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Virtual Engineering Workbench (VEW)

The Virtual Engineering Workbench consists of three main pillars: tools, targets and
environment. We manage that on the platform and the interface to the user is a self-service
portal empowering to do things in a fully automated manner.

% Predefined use case specific
environments with all of the :
tools, IDE’s, licensing — Self-service portal
everything that enables a user |
to get started on a use case.

i::E Targets

Various levels of abstractions
of the target platform that the ,
user builds for. {0y Automation

The is the input, oo |
in different levels of

abstraction or fidelity, that we @ @
give to the workload on the
targets to verify their function,
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Engineering Workbench / Customers

Adam Selipsky - 1st
CEO at Amazon Web Services (AWS)
d-®

These are the kind of customer successes that energize me daily. Leveraging the
Amazon Web Services (AWS) cloud has helped Toyota North America
streamline IT operations and automate production processes, saving $10 Million.
Love seeing this impact! #AWS

https://Inkd.in/g8rW-F36

C@O You and 4,808 others 68 comments - 199 reposts
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Enter Big Loop

Vehicle Sensors provide data

An algorithm selects relevant data to be
transferred to the Cloud

Datais collected in the Cloud

Variants of the situation are generated in
Cloud

Neural Network is retrained

New software version is created

The new SW release is uploaded over the air
to the vehicle and activated

The Big Loop: artificial intelligence and machine learming; Porsche Engineering;July 2021, LINK
9 © 2023 SOAFEE , © 2023 AWS


https://newsroom.porsche.com/en/2021/innovation/porsche-engineering-big-data-loop-25029.html

Connected Vehicle platform architectural layers

Applications layer

Business use cases, differentiation (Kinesis Video Streams) ( _\ Q

Operations layer
Monitoring, customer support, deployment

Cybersecurity

protection & Data abstraction layer
lifecycle Model, select, collect

management

Connectivity layer
Secure connection from vehicle to cloud (MQTT)

Device layer
Hardware abstraction, OS, device onboarding and management

10 © 2023 SOAFEE , © 2023 AWS



AWS loT Core is the optimal MQTT message broker for
Connected Vehicle platforms

AWS IoT Core Is a fully managed service that
securely connects millions of vehicles and
routes trillions of messages to AWS

| Millons  Trillions 99.9%+
ﬁ-\‘ Devices connected Messages routed to AWS loT Core
.@!@‘. to the cloud and from the cloud uptime Service

every month Level Agreement

11 © 2023 SOAFEE , © 2023 AWS



AWS loT FleetWise

o=~
Standardized Intelligent Near real-
vehicle data data collection time data
Analyze fleet-wide vehicle data Improve data relevance with time- Take quick, corrective action
by creating a common data and event-based data collection by notifyingteams when
format using virtual vehicle campaigns that give access to more problems occur
modeling useful datain the cloud
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Kinesis Video Streams

AWS Cloud
Kinesis Video Streams AWS products & services
W Secure ingestion .
% Machine
7=l dst }
andstorage @ (-
W& Standards based
S />E|_ .
? @ media playback Database
:\ WebRTC real-time ]
@Bl  communication i{j} Compute
: Alexa camera
@8 skillsintegration
:\ ML services
@EN integration
:\ Managed supportfor
@8 image extraction

N

@ Browsers
@ Mobileapps

?S Smart assistants

N

Connect Vehicle camera and audio
devices with open-source Kinesis
Video Streams SDKs to securely
stream media or upload clips

13 © 2023 SOAFEE , © 2023 AWS

Ingest media in Kinesis Video Streams for
secure storage, on-demand playback, and
integration with ML services; connect over
WebRTC for real-time communication and
smart assistant integration

Connect to AWS AI/ML services for
computer vision and other AWS
services to build a unique product
experience

Develop customer-facing apps
and experiences



X SOAFEE

Automotive is a
“Big Loop”

that requires
"Parity”

22222222222



E/E Architectural Evolution

Traditional Architecture

TTLIET
TIET

T
T
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Domain Architecture

ADAS/AD

Domain <

Controller

IVI/Cluster
Domain
Controller

Powertrain
Domain
Controller

Today

Zonal
Gateway

Zonal Architecture

In-Car
High Performance Computer

Central

Central

Compute Compute
A 4 A AP
\ A 4 \ A 4
Ethernet Ethernet
TSN Switch TSN Switch

Zonal

Gateway

Zonal
Gateway

Next Generation

Zonal
Gateway

Actuators




Cloud-Native In Automotive Is A Journey

Microservices Based Automotive
Microservices Based Stack With Mixed Criticality
Monolithic Automotive Stack Automotive Stack Orchestrator

Automotive Cloud Automotive Cloud Automotive Cloud

cl/co ML Ops cl/cp ML Ops cl/cp ML Ops
G SoCVirtual Orchestrator SoC Virtual Mixed Critical SoC Virtual
Platform Platform Orchestrator Platform

Container Engine
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AWS Graviton

Graviton
2018
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Graviton2
2019
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Environmental parity with AWS Cloud and Arm

AWS Cloud

Tooling

Reference applications

Software

development platform

OS/Embedded stack

Reference applications Nitro Hypervisor

Nitro Hypervisor or .metal
access

OS/Embedded stack Run SW in the cloud @

] Hardware arm Perform V&V activities | arm

Amazon Elastic Compute Cloud (EC2)

AWS Graviton

in the cloud at scale

Deploy bit-perfectly
equal binaries, using
ISA parity
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Native Environment Execution Parity
-'LO:B Data Management,

Production Processing & Analytics

Fleet . e
r f.\-\
|
N F\ . Intelligent Specialized
= .r.\!/.\- Offline & Storage Compute

HD Maps

Test Fleet - - il
= = Ingestion
['Tt-,—] ['T’:-,—] 8 101010101
010101010
| 101110
Data, .
"R‘_rg Software, Automotive Data Lake
tﬁ ML Models Us . . o 110110V . cew iU
HiL Ri =3 ‘:’ ’ 00001011111011010001111001011001C
ILRIgs = l_l HD Maps 1100011000010, 2000100101011,
=] —= s 110111001010 5= 0010010101 '
= P 2101111101 88 11110010114
= Verification & 20000101001100001007
| Validation -~11010NN1 7= )
Model & algorithm
Simulation development
(VECU, SiL, SoftHiL)
Developers
Desktops

Developers
Workbench
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i arm containerbuild pipeline
1

E— .| s

1
1
1
1
....... I H
s "( .; X 1 { ;
<> » % 1 Amazon S3 i !
1
1
1
1
1

ALTOWARE. AWS AWS CodeCommit AWS CodeBuild
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&) Lo A ____________1 ) : & :
n g§g | Ubuntu 20.04 :

AWS Cloud9

AWS Batch
8 Git push : Yocto-Linux with CUDA '
8 Container Image E support E
Developers @ : L1l e |
| |

Amazon '
Elastic Container Registry g TTTT1 !
(Amazon ECR) !

(ANNN
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oQ
rrey

Docker Pull

* Graviton2

(Neoverse N1 Cores)
YOLOVS

i + NVIDIA T4G GPU
CES 2022

Demo Architecture
* Ampere Altra
.l (Neoverse N1 Cores)

* NVIDIA RTX4000 GPU

AVA Developer Platform
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Environmental Parity

Developer Environmental Example Enabled
Persona Parity Usage By
Current
o SOCs
Application
Developers
Future
SOCs
Platform SoC N Software dev/test needing SoC base N Arm SystemReady Compliant
Developers Parity features and/IO access (e.g. BSP, etc.) SoC Models and Devices
System
Developers

https://armkeil.blob.core.windows.net/developer/Files/pdf/white-paper/arm-aws-edge-environmental-parity-wp.pdf
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https://armkeil.blob.core.windows.net/developer/Files/pdf/white-paper/arm-aws-edge-environmental-parity-wp.pdf

Environmental Parity Examples

k4l AWS Cloud

VPC

Infotainment & Instrument Cluster ADAS - Digital Chassis T-ECU Powertrain

E EC2 - E EC2-C7g E EC2 — C7g [Nitro] E EC2 — C7g [Nitro] E EC2 - C7g [Nitro]
[

G5g.metal Nitro]

Cortex-A Cortex-M Full Emulation
Hybrid Emulator Hybrid Emulator

o [ |
i Yocto-Linux ASIL-B OS OSEK OS
+ q
e Graviton3 Red vt 205 [l —quau—

NVIDIA T4G
Graviton3 Graviton3

Graviton3

Env Parity Level 1 Env Parity Level 2 Env Parity Level 3/4

. Classic Autosar
Yocto-Linux ASIL-B OS5
feortechl ) feorteckt | osos |

NXP iMX8

Env Parity Level 1

[ womd | —aw

Adaptive Adaptive
Autosar Autosar

QNX Hypervisor
P— Red Hat 205
ualcomm

Qualcomm®
Snapdragon Ride [arm64]
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Example of an Automotive-Native AMI: QNX

aws marketplace
~ 2]

About ¥ Categories ¥ Delivery Methods v Solutions v AWS IQ ¥ Resources ¥ Your Saved List

Partners  Sell in AWS Marketplace =~ Amazon Web Services Home  Help

BlaCKBerry' Visit the BlackBerry QNX website

® ssh

QNX Mmarzanis@@8fBbce43200 Keys % ssh -i "MrzCloudDef.pem" root 2 234-66-223.us-wes ompute . amazonaws

All products (2 results) showing 1 - 2

# uname -a
About BlackBerry QNX
yQ 1 {c} QNX localhost 7.1.0 2022/07/12-18:14:46EDT AWS_GravitonZ_t4g.xlarge aarché4le
BlackBerry QNX is a trusted supplier of # I
commercial operating systems, hypervisors, Sort By: Relevance v

development tools, support and services, all
purpose-built for the world's most critical
embedded systems. Blackberry QNX helps 2

customers streamline their development efforts
P QMNX By BlackBerry QNX | Ver QNX Neutrine RTOS 7.1 Build 209

to more efficiently launch safe, secure and Starting from $0.37fhr or from $2,917.00/yr (10% savings) for
reliable systems. Our technology is trusted in software + AWS usage fees

more than 215 million vehicles and is deployed
in embedded systems around the world across a

: BlackBerry. QNX Neutrino RTOS 7.1

QNX® Neutrino® Real-Time Operating System (RTOS) Is
the industry-leading RTOS for developing mission-

range of industries including aerospace and - ¥ g P -g

defense, automotive, commercial vehicles, heavy critical embedded systems software for industries

machinery, industrial controls, medical, rail and including automotive, robotics, medical devices,

robotics. industrial controls, and aerospace & defense. The

microkernel architecture provides an extensible o...

: BlackBerry. QNX OS for Safety 2.2.3

QNX By BlackBerry QNX | Ver QNX OS5 for Safety 2.2.3 Build 54
Starting from $0.45/hr or from $3,547.00/yr (10% savings) for
software + AWS usage fees

QNX® 05 for Safety 2.2 Is the safety-certified variant of
the QNX Neutrino Real Time Operating System (RTOS) -
the industry-leading RTOS for developing mission-
critical embedded systems software for industries
including automotive, robotics, medical devices,
industrial controls, and aerospace &...

23 © 2023 SOAFEE , © 2023 AWS


https://catalog.workshops.aws/qnx-on-aws/en-US

aws marketplace
~—T

Example of an Automotive-Native AMI: QNX

Categories v Delivery Methods + Solutions ¥ AWSIQ ¥

BlackBerry QNX

*zBlackBerry.

About BlackBerry QNX

BlackBerry QNX is a trusted supplier of

commercial operating systems, hypervisors,

development tools, support and services, all

purpose-built for the world's most critical

embedded systems. Blackberry QNX helps 2 BlackBerry
customers streamline their development efforts
to more efficiently launch safe, secure and
reliable systems. Our technology is trusted in
more than 215 million vehicles and is deployed
in embedded systems around the world across a
range of industries including aerospace and
defense, automotive, commercial vehicles, heavy
machinery, industrial controls, medical, rail and
robotics.

QNX

QMNX

Hello, assumed-role/Admin/... ¥

Resources ¥ Your Saved List

Partners  Sell in AWS Marketplace ~ Amazon Web Services Home  Help

Visit the BlackBerry QNX website

All products (2 results) showing 1 -2

Sort By: Relevance v

QNX Neutrino RTOS 7.1

By BlackBerry QNX | Ver QNX Neutrino RTOS 7.1 Build 209
Starting from $0.37/hr or from $2,917.00/yr (10% savings) for
software + AWS usage fees

QNX® Neutrino® Real-Time Operating System (RTOS) is
the industry-leading RTOS for developing mission-
critical embedded systems software for industries
including automotive, robotics, medical devices,
industrial controls, and aerospace & defense. The
microkernel architecture provides an extensible o...

QNX OS for Safety 2.2.3

By BlackBerry QNX | Ver QNX OS for Safety 2.2.3 Build 54
Starting from $0.45/hr or from $3,547.00/yr (10% savings) for
software + AWS usage fees

QNX® 05 for Safety 2.2 Is the safety-certified variant of
the QNX Neutrino Real Time Operating System (RTOS) -
the industry-leading RTOS for developing mission-
critical embedded systems software for industries
including automotive, robotics, medical devices,
industrial controls, and aerospace &...

24 © 2023 SOAFEE , © 2023 AWS
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Example of an Automotive-Native AMI: Ubuntu RT”
aws marketplace Hello, assumed-role/Adminy... ~

About ¥ Categories ¥ Delivery Methods v Solutions » AWSIQ = Resources ¥  Your Saved List

Become a Channel Partner  Sell in AWS Marketplace =~ Amazon Web Services Home Help

Ubuntu Pro 22.04 LTS with Real-time Kernel

./. b By: Canonical Group Limited (£
\.’ U U n tu Latest Version: Ubuntu Pro Realtime 22.04 ARM 20230823

ubuntu@ip-172-31-51-159:~$ uname -a

3n > . . . . Linux ip-172-31-51-159 5.15.0-1043-realtime #48-Ubuntu SMP PREEMPT_RT
The official real-time Ubuntu Linux, with ten years of maintenance for the time-bound workloads of modern Thu Jul 13 20:54:21 UTC 2023 aarch64 aarch64 aarch64 GNU/Linux

enterprises. Perfect for development in a digital-twin environment of Ubuntu RTK on real hardware ubuntu@ip-172-31-51-159:~$ [J

v Show more

Typical Total Price Linux/Unix
$0.072/hr
Total pricing per instance for services
hosted on c6g.large in US East (N.
Virginia). View Details
Continue to Subscribe i-086b473d312a4014b (Ubuntu RT) X
Save to List PublicIPs: 18.246.8.107 PrivatelPs: 172.31.51.159

Product Overview

"Real-time Ubuntu Pro is an Ubuntu 22.04 LTS Jammy Jellyfish server AMI that enables the real-time kernel
option on boot, running with the 5.15-rt patch set implemented.
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Android OS in
vehicle

A
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*Same* Android OS image runningon
Graviton, bi-directional Ul streamed in
browser through WebRTC
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Cabin digital twin on AWS and QNX AMI

“By combining the strengths of Marelli and
MARELLI AWS services, we can deliver the driving
experience consumers want while ensuring
security and reliability. Marelli’s digital twin
empowers software engineers to reduce
development time by up to 70% and realize
cost savings on prototypes up to 30%,
delivering software evolutions more
efficiently and cost-effectively.”

Marelli press release: bit.ly/3gVCTNB

Yannick Hoyau
VP and Head of Engineering & Innovation,
Marelli Electronic Systems
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https://bit.ly/3qVCTNB

Marelli DigiMate project
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The Next Level: AGL CES2023 Demo from Panasonic and AWS

Panasonic

AUTOMOTIVE

AUTOMOTIVE

L aws
a —

\ Achieving the =
S Software Defined Vehicle —

Using AGL & VirtiO onthe o . .| ==
Panasonic Edge Platfgsi
and Amazon EC2 @

1 A

' =i

S
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VirtlO Abstraction for OS portability

e A
aWs
Able to virtually develop & deploy any Generic Hypervisor (KVM)
OpEetatingisystems sUpportinEvrtio Cloud Server (AWS EC2 Graviton)
J

Deploy VM Binaries without any changes

(Physical ECU

oS
VirtlO

Automotive Hypervisor
(COQOS Hypervisor)

Panasonic

AUTOMOTIVE

Capable to migrate same binary among
various automotive hardware

ECU (AGL Reference Hardware)

~
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Remote software development without the
need for hardware

rDeveIoper PC

—

| - g y )

Thin client

Only network
connectionandlight
graphics processing

power required




Example of an “Hybrid-Emulation™. Arm Virtual HW

arm s

feline-brochure (iMX8m Arm Cortex Complex | 2.2.0 | 5.10.72-2.2.0) g n ¢ W

& Connect

Console © _
DOWNLOAD LO
View system logs

] Reached target Swap.

C, CoreTrace

P
P

{c} Settings 6.179454] systemd[1]: Listening on RPCbind Server Act
ivation Socket.

6.179671] systemd[1]: Reached target RPC Port Mapper

] Reached target RPC Port Mapper.
6.179905] systemd[1]: Listening on Syslog Socket.

] Listening on Syslog Socket.
6.180092] systemd[1]: Listening on initctl Compatibil
©) Sensors ty Named Pipe.

] Listening on initctl Compatibility Named Pipe.
6.180385] systemd[1]: Listenming on Journal Audit Sock

ki g Wavland Terminal

o

. Console

e

_ Cortex-M Console

£ Snapshots
] Listening on Journal Audit Socket.
6.180680] systemd[1]: Listening on Journal Socket (/d
ev/log) .
] Listening on Journal Socket (/dev/log).
6.180844] systemd[1]: Listening on Journal Socket.
] Listening on Journal Socket.
[ 6.181092] systemd[1]: Listening on Network Service Ne
tlink Socket.
[ ] Listening on Network Service Netlink Socket.
6.181484] systemd[1]: Listening on udev Control Socke

[
t.
[ ] Listening on udev Control Socket.

[ 6.181786] systemd[1]: Listening on udev Kernel Socket
[ ] Listening on udev Kernel Socket.

[ 6.181921] systemd[1]: Listening on User Database Mana
ger Socket.

[ ] Listening on User Database Manager Socket.

[ 6.182782] systemd[1]: Mounting Huge Pages File System

Mounting Huge Pages File System...
[ 6.183684] systemd[1]: Mounting POSIX Message Queue Fi
le System...
Mounting POSIX Message Queue File System...
6.184488] systemd[1]: Mounting Kernel Debug File Syst

Mounting Kernel Debug File System...
[ 6.184744] systemd[1]: Condition check resulted in Ker
nel Trace File System being skipped.
[ 6.555928] systemd[1]: Mounting Temporary Directory (/
tmp) . ..

LEDs
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Hybrid Emulation on Arm Virtual HW / Corellium

HD Webicam USB (0c45:6366

B PLAY VIDEO
_ TOP VIDED
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https://aws.app.avh.arm.com/devices
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SOAFEE High-Level Reference Architecture

! |
] A . I
| QM/ ASIL-B Service QM/ ASIL-B Service Service Service i
[ i
| HAL HAL HAL HAL :
! i
i Mixed Criticality Aware | 0S |___ | RIOS | | RIOS " RTOS | i
! Orchestrator _—_—————— e e ———————— |
| Standard Based Virtual Compute Environment & Tools i SOAFEE Framework
! 1
feriiiiiiiiiiiiiiiiiiiiiiiiiiiiiriiirreerr i rAAmrE—m————/——/ / / / ™ .
I 1 (oud-Native Service
t ' deployment
Im T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
! I
. QMY/ASIL B Service QM/ASIL-BService | | QW/ASI-B ASILD |
! Service Service !
1 . .. I
i Mixed Critical Orchestrator |
1 HAI HAI HAL HAI I
! Platform Feature Discovery :
' i
: Container runtime Container runtime Container runtime :
| RTOS RTOS !
' oS (o RTOS !
I Hypervisor i Hypervisor 1 i
_____________________________ ST ! SOAFEE Frame work
Firmware Firmware i
I
High Compute CPU High Safety CPU :
=container =monolithic ; ! =optional
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SOAFEE Container Orchestration with CDK8S

aws

AWS loT
FleetWise
Edge

Vehicle CDKS8S Code
Simulator
Container

AWS loT CDK8S Code
FleetWise

Edge
Container

Container

POD vcan

EWAOL SOAFEE

EWAOL cangtw & SOAFEE

AWS Graviton EC2 Instance

https://github.com/aws-samples/demo-soafee-aws-iot fleetwise
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AWS Cloud
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1 AWS CLI Testing Specs [ \' o EEE ! 1 ! !
I ' A o) |O4Oj » ' _ Ny I
l h ! 1T /V t ; @ ! Data Payload
1 I 1 vxWorks KPIT Yocto Linux Android ! 1 |l g ——° 7 m
: &ocv OTA - : : AMI AMI with AMI : ! : P . o o F w
1 I RERTRIE (mEE| I I 1 QuickSight mazen SageMaker | ) )
1 Ul Remote Network OTA 1 arm Autosar ED] 1 11 1 AWS IoT FleetWise Service
1 1 1 . 1
! ' — . L_____AWsServices _____ -
____________________ i ARM Ubuntu : I
[
Virtual HW Auto |
Developer’s Workbench L I
1
I
\ 4

SDV:
a CONCEPT

architecture

AWS loT

App Under FleetWise

Development Data Collection Schemes
Edge

Data Payload

EWAOL

Yocto-Linux

Vehicle - j///””"mm

Networks -
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AWS Partners & Ecosystem Engagement in SDV
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Final remarks

- SDV is happening, and requires a deep transformation of the

technologies, tools and workflows in automotive.

- Part of that transformation is to find the right level of abstraction (HALs

and Container orchestration), develop and diffuse new technologies if

necessary.

- It's a deep ecosystem play, and each of us has opportunities to engage,

for example with SOAFEE, Eclipse SDV, AGL, Yocto, etc.
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