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What makes automotive software special? = 77 ™=
Safety Real-time
Criticality Requirements

Complex Regulatory
Systems Compliance
Long Product Environmental

Lifecycles | Constraints |



Hypervisor

® Whatis Functional Safety?

1SO 26262

1. Vocabulary |

2. Management of functional safety

5 Overall safety management

l Iz-7 Safety management regarding production,

2-6 Project dependent safety management
I I ) v v i operation, service and decommissioning

Production, operation,
service and
decommissioning

4, Product de
gral topics for the product
gnt at the system level

at the sy level

4-7 System and Item Integy
and testing

3. Concept phase

[3-5 Item definition

7-5 Planning for productlion,
operation, service and

3-6 Hazard analysis and risk . safely concept
assessment
decommissioning

| 4-8 safety validation

I 3-7 Functlonal safety concept l

l 7-6 Production

12. Adaptation of ISO 26262

I 7-7 Ope
for motorcycles

decommi

12-5 General topics for adaptation
for motorcycles
12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysls and risk
5-9 Evaluat

12-9 Vehicle integration and violations du
testing hardware faild
12-10 Safety validation S5- bedded

verification

8. Supporting processes
[8-5 Interfaces within distributed developments 8-9 Verification - B-14 Proven in use argument
['8-6 Specification and management of safety 8-10 Documentation management | [8-15 Interfacing an application that is out of scope
requirements 8-11 Confidence in the use of software tools | |of 15O 26262
B-7 Configuration management 8-12 Qualification of soltware components 8-16 Integration of safety-related systems not
8-8 Change 8-13 Evaluation of hardware elements | |developed according to ISO 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-orfented analyses
9-5 Requirements decomposition with respect to ASIL, talloring ] 9-7 Analysis of dependent fallures

j 9-6 Criteria for coexistence of elements 9-8 Safety analyses

Severity

S1

BLACK
®)) SESAME

TECHNOLOGIES

ASIL

Automotive Safety Integrity Level

Controllability
Cc1 c2 c3
El am am am
E2 QM am am
E3 QM am A
E4 QM A B

Exposure

S2

El am am amM
E2 am am A
E3 QM A B

10. Guidelines on ISO 26262
11, Guidelines on application of ISO 26262 to semiconductors

About $10-100 cost per LOC for ASIL-D certification
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Nobody can check all these codes for
functional safety

Numerous libs and apps

systemd: 750,338 LOC
libc++: 570603LOC
ffmpeg: 1,391,908LOC
Opencv: 2,185,540L0C ......

GNU C Library

has had 40,366 commits made by 724
contributors

representing 1,423,198 lines of code
https://openhub.net/p/glibc

Linux kernel Kernel

has had 1,197,344 commits made by
7 26,958 contributors

representing 34,199,731 lines of Code
https: //openhub net/p/llnux




Dual-Kernel Solution

® A system engineering solution

ServiceOS GuestOS
ASIL-B
critical tasks non-critical tasks
Hypervisor
ASIL-D
SoC

ASIL-B
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*  Hypervisor
« uptoASIL-D
« doing kernel switch and cross OS
communication
« Service OS
 uptoASIL-B, maybe a ASIL-D kernel and
ASIL-B middlewares
*  running critical tasks
« GuestOS
« can be Linux
«  for non-critical tasks

The whole system is achieved ASIL-B.



@® Micro-kernelas hypervisorand SOS

ServiceOS
(user spaceof mkos) GuestOS

up to ASIL-B

Critical Tasks

Micro-kernel based hypervisor

Drivers VMM non-critical tasks
Safety Middlewares
Hypervisor
(the micro kernel)
ASIL-D
SoC

ASIL-B
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Hypervisor

*  the micro kernel itself.

Service OS

« notthe VM, butjustthe user space of the
micro kernel OS.

Guest OS

 a VM running on micro kernel OS.

« for non-critical tasks

Advantages

« strengthen SOS, for realtime, realiability,
etc.

Disadvantages

« weaken GOS, for schedule, latency, etc.



| Container support

Container supportin SOS and GOS

ServiceOS

(user spaceof mkos)

up to ASIL-B

GuestOS

non-critical tasks

Safety Container Env

Container Env

Drivers VMM

e.g. containerd

Safety Middlewares

cgroups overlay fs

Hypervisor
(the micro kernel)

ASIL-D

SoC

ASIL-B
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« Service OS
e a safety container environment
« GuestOS

. standard container environment

With container support, the architecture
requirement of SOAFEE can be met.

Applications can be developed/tested/deployed
In container mode.
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Distributed

Computing

Computing

Centralized



Product | Cross-domain SoCs — Wudang Series @) seonie
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The first cross-domain computing platform for intelligent vehicles in China
and target towards cross-domain computing scenarios.

(launched in Apr. 2023, sample deliveries are planned for 2023 )

Black Sesame Technologies Cross-domain Computing Platform

Wudang Series C1200
WUDANG SERIES WUDANG SERIES

The Industry Benchmark of
C1200

Advantages of Product Innovations
Cross-domain Computing

Platform for Intelligent Vehicle < -I 2 O O Maintain large

amount of data
exchanged efficiently

Integrate
multifunction

in one SoC Reuse software

v e assets to

- & — T a maximum extent
ETRERE , { el N number of
BLACK SESAME R

components Increase
— in the system safety level

The 1st automotive grade crossd@main Innovative Accurate Powerful Highest
computing platform to fusion

market family product  automotive grade
integrate multiple functions

architecture positioning platform requirements




SOS
Safety Control

Safety
Middleware

Device Drivers

VMM

ADAS Domain

ASIL-B

Fusion Planning

Perceptio Radar
n / Lidar

ADAS Middleware
Basic System

Linux Kernel

Cross-Domain Computing

VI Domain

Audio  Music

Video  Map

Android
Framework

Device HALs

Linux Kernel

micro-kernelbased Hypervisor

Cluster Domain
ASIL-B

Cluster Apps

Cluster Middleware

Safety Middleware

Device Drivers

micro-kernel system

Realtime Domain
ASIL-D

Realtime Apps

Realtime Middleware

Safety Middleware

Device Drivers

Safety RTOS
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Switch Domain
ASIL-B/D

Switch Apps

Switch Middleware

Safety Middleware

Device Drivers

Safety RTOS

Application Subsystem

Cluster Subsystem

Realtime Subsystem

Switch Subsystem
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